
Prologic Solutions Private Limited – Compliance and Security
Certification Summary

1. ISO/IEC 27001:2022 Certification

● Company Name: Prologic Solutions Private Limited
● Certification Body: DBS Certifications
● Standard: ISO/IEC 27001:2022
● Scope: Software services for GST compliance, E-Way Bill, and E-Invoicing.
● Certificate Number: IS-205224070903
● Date of Certification: 9th July 2024
● Certificate Expiry: 8th July 2027

This certification confirms that Prologic’s Information Security Management System complies
with ISO 27001 standards for data security.

2. VAPT Testing Certification

● Company Name: Prologic Web Application Pvt Ltd
● Certification Partner: CERT-IN Authorized Partner
● Date of Issue: 25/07/2024

Prologic has completed Vulnerability Assessment and Penetration Testing (VAPT) through a
CERT-IN authorized partner, confirming the web application’s security against vulnerabilities
and adherence to best practices in web security.

3. Authentication and Access Control

● Multi-Factor Authentication (MFA): Users must verify login with an OTP sent via
email and mobile SMS, providing additional security against unauthorized access.
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● Role-Based Access Control (RBAC): Admin users can assign roles (e.g.,
accountant, support) with customizable access levels, ensuring data access adheres
to the principle of least privilege.
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● Secure Session Management: Sessions automatically time out after 30 minutes of
inactivity and are encrypted with SSL and SHA-256, protecting against interception
and tampering.

● IP-Based Security: Access is restricted to specific IP addresses, and alerts notify
the admin if login attempts occur from unauthorized IPs.



4. Data Encryption

● Encryption at Rest: All sensitive data in the database is encrypted, protecting
personal and financial information against unauthorized access.

● Encryption in Transit: HTTPS with HSTS ensures secure transmission of data
between the user’s browser and the server, protecting against man-in-the-middle
attacks.

● Key Management: Prologic securely stores and regularly rotates encryption keys,
avoiding exposure of sensitive information through URLs and headers.

● Protection of User Credentials: Usernames, passwords, and tokens are encrypted
before transmission, securing them from potential interception.



5. Secure Coding Practices

● Input Validation: Only pre-approved, safe characters are accepted, blocking harmful
special characters. Client-side and server-side validation prevent attacks like XSS
and session hijacking.

● Error Handling: User-facing error messages are generic, while internal logs capture
detailed error diagnostics for troubleshooting. Errors related to GSTN integrations are
audited separately to ensure reliable GSTN connections.
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● Secure Storage of Sensitive Data: Sensitive information, including passwords and
personal data, is encrypted and stored securely with strict access controls.
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6. Secure API Design

● Authentication and Authorization: Prologic uses OAuth2 for authentication, with
authorization checks based on permissions. APIs are encrypted with SHA-256 to
secure mobile application access.

● Rate Limiting and Throttling: Rate limiting controls the number of requests per user
to prevent DoS attacks. CAPTCHA is also used to verify legitimate user requests.

● Input Validation and Sanitization: APIs validate and sanitize all inputs to prevent
SQL injection, XSS, and other attacks. Structured data entry points with validation
parameters protect sensitive fields like customer and product information.



7. Security Monitoring and Incident Response

● Intrusion Detection and Prevention (IDS/IPS): A firewall with advanced IDS/IPS
monitors network traffic and blocks suspicious activity in real-time.

● Incident Response Plan: Prologic has a Disaster Recovery Plan covering incident
detection, containment, eradication, recovery, and prevention to manage security
events effectively.

8. Backup and Disaster Recovery

● Regular Backups: Encrypted backups are regularly performed, ensuring data can
be recovered in case of system failure, ransomware, or data corruption.

● Disaster Recovery Plan: Prologic’s Disaster Recovery Plan ensures quick
restoration of services after a catastrophic event, covering backup restoration,
network reconnection, and data integrity validation.

9. IP Security

● IP Whitelisting: Application access is restricted to trusted IP addresses, limiting
exposure to unauthorized access.

● IP Blacklisting: IP addresses showing suspicious or malicious activity are
dynamically blocked to prevent potential threats.



10. User Activity Logging and Audit Trails

● Comprehensive Logging: Significant user activities are logged with timestamps and
user IDs, with data retained for eight years to support compliance and long-term
monitoring.
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● Audit Trails: Detailed audit trails capture all user actions involving sensitive data
access or modification, supporting compliance audits and forensic analysis.
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11. Email Security (Including OTP)

● Email Encryption: Emails, especially those containing OTPs, are encrypted to
prevent unauthorized access.

● Email Authentication (SPF, DKIM, DMARC): Email authentication protocols protect
against spoofing and phishing, ensuring that emails from Prologic are trustworthy.

● One-Time Password (OTP) via Email: Time-bound OTPs are delivered by email for
secure user authentication, providing an added layer of security.
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12. Mobile OTP Security

● SMS Encryption (TLS): OTPs sent via SMS are encrypted with TLS to prevent
interception.

● Secure OTP Generation: OTPs are generated using secure algorithms (e.g., HOTP
or TOTP) that are time-bound and valid only once.

● Device Binding: OTP generation and validation are bound to a specific mobile
device, protecting against SIM-swapping and unauthorized access.






